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ABSTRACT
This proposed project is preliminary development on the project of Network Intrusion
Detection Systems (NIDS). After discovery several existing network security system, it can
indicated that these system still have weaknesses. Therefore, this proposed project will

attempt to present some issues that can heal the existing weaknesses.

It not a good practical if we rely on one security layer such as only put the firewall system.
Studies the other method of security system is compulsory in order to fulfil the requirement of

network security. In this proposed project, Network Intrusion Detection System has been

choosing as a support for the network security.
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ABSTRAK
Projek cadangan ini merupakan pemulaan kepada projek ‘“Network Intrusion Detection
System (NIDS)”. Setelah menkaji beberapa system keselamatan rangkaian yang sedia ada,
masih didapati beberapa kelemahan. Maka projek cadagan ini akan cuba membentangkan

beberapa isu yang dikira boleh memperbaiki kelemahan-kelemahan yang sedia ada.

Adalah bukan amalan yang baik jikalau kita hanya menggunakan satu lapisan keselamatan
seperti hanya meletak sistem “firewall”. Mengkaji kaedah lain untuk sistem keselamatan
adalaah wajib untuk tujuan memenuhi keperluan dalam keselamatan rangkaian. Didalam
project cadangan ini, kaedah “Network Intrusion Detection System (NIDS) " telah dipilih

sebagai sistem sokongan untuk keselamatan dalam sistem keselamatan rangkaian.
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CHAPTER 1: AN OVERVIEW

1.1 Introduction

Connecting computer to a network increases the possibility that the system will be open for
intrusion since there are large numbers of users accessing or sharing the insecure network.
Moreover, if the system is linked to the network, numerous intrusions will be easier to detect
from' a network perspective. For example, what is known as a “doorknob ratting” attack (Eric
A. Fisch and Gregory B. White, 2000). Similar to an individual who walks around the
building to check each door in an attempt to find a door that was left unlocked, this attack
consists of an intruder to gain access to a computer system by repeatedly trying single logons.

If unsuccessfully, the intruder doesn’t attempt to attack the same system but move to other

systems.

Intrusion Detection System was once present as the solution to this security problem and other
security problem that arise any system. No longer would the system need to protect their file
and systems, the system could easily just identify when some one try to intrude and to prevent
malicious activities. In fact, some Intrusion Detection System now comes with ability to stop
any intrusion before they were successful. No Intrusion Detection Systems is foolproof and
thus they cannot replace good security program or good security practice (Eric A. Fisch and
Gregory B. White, 2000). As information systems have become more comprehensive and a
higher value asset of organizations, intrusion detection systems has been incorporated as
elements of operating systems, although not typically applications. Intrusion detection
involves determining that some entity, an infruder, has attempted to gain, or worse, has

gained unauthorized access to the system.



IDS can works on either a network-based system (NIDS) or host-based system (HIDS). The
most common is the network-based IDS. The classic example of this is similar to that of a
glorified packet sniffed. A machine or series of machines shall observe every packet on the
network. Each packet is analyzed according to the available exploit “signatures” of the NIDS.
For example, there are many cgi-bin exploits available. An NIDS system might detect for
repeated attempts to access the cgi directory, and automatically mail the administrator with
the attacker’s IP address or other details. Difference with NIDS, HIDS function is to detect
the host venerability such as alert on any access, modification, deletion and copying of the

monitored object and monitor specific files, logs and registry settings on a single PC.

This proposed project will concentrate on Network Intrusion Detection System rather than a
Host-based Intrusion Detection Systems or Hybrid Intrusion Detection System because the

NIDS can shield the whole network system. Related information will be discussed in the

literature review chapter.



1.2 Problem Description

One of the problems of network security evolution is the lack of a network understanding.
When computers are linked to the network, new security issue surface and old security issue
arise in different way. The problem that usually emerges is the in network is the system has
user access from many different systems without the central control of a distributed system.

This condition will exposed user to intrude from outsider and lack of security.

Theoretically, firewall always becomes the primer technique in order to filter any
unauthorized user from gaining access and any unauthorized activity related to computer
security manner. A firewall will fence around your network but still will ndt have the
capability to detect anyone trying to break-in into the network system. The firewall also does
not know who are penetrating it without permission (Robert Graham, 2000). Another reason
is, firewall is defending the intrusion from outside the network but it does not defend the

system from internal intrusion. It simply restricts access to the designated points.

From the user point of view, the firewall is a perfect defensive system but the reality is IDS
system is a perfect defensive system. The IDS can capture all traffic and recognize attacks
against the network that firewall are unable to see (Robert Graham, 2000). Here is the

example that extract from Robert Graham, 2000.



“In April of 1999, many sites were hacked via a bug in Cold Fusion. These sites all had
firewalls that restricted access only to the web server at port 80. However, it was the web
server that was hacked. Thus, the firewall provided no defense. On the other hand, an
intrusion detection system would have discovered the attack, because it matched the signature

configured in the system.” (Robert Graham, 2000)

Because of the weakness of firewall, the IDS that need to support the firewall method by

means of’

Double-checks miss configured firewalls.

» Catches attacks that firewalls legitimate allow through (such as attacks against web

servers).
¢ Catches attempts that fail.

 Catches insider hacking.



1.3 Project Objective

The objective of this proposed project is to design a NIDS prototype. In NIDS, it can detect
attacks by capturing and analyzing network traffic. By using Network-Base Intrusion
Detection System (NIDS) it can analyze network packets and control the traffic in network.
Other significant to this proposed project is it used IPTABLES to support the system. This

monitoring and filtering for network intrusion detection system project goals are:

e Classify and identify what is IDS.

e Be able to capture the IP.

e Build a prototype of Packet Monitoring and Filtering for NIDS.
¢ Efficiency and effectively.

* Provide basic prototype for a future used.

e Be able to detect and attacks.

e Be able to use tool for NIDS — IPTABLES



1.4 Significant of Research

The significant of this proposed project is to make sure that the communication from outside
of the network is safe from any intruders, hackers and attacks. The failure to secure the
networks with NIDS puts organization at a much greater risk of loss. A single attack can cost
millions of dollars in time spent recovering from the attack and liability for compromised data
and hgrdware. The damage from an attack to services can also include inconvenience to user
and the loss of public confidence. With this proposed project also, the system can detect the

hackers that has the intention to sabotage the organization with their IP address information.

1.5 Project Scope
The scopes of this proposed project are as follows:
* Be able to work on one of the lab in Unimas FSKTM faculty.
® Only using Linux for it platform as the NIDS router.
* Focus on detecting the activity in network.
* Focus on Network IDS type only.

¢ Protocol Anomaly (TCP, UDP and ICMP)

e Network Event






