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ABSTRACT

In order to ameliorate the telecentre Internet service, this project 1s needed fo create a
WikFi hotspot subscriber system which is able to generate a pin or password for each user who
request the service. The password and pin can only provide internet service to the user that has
purchased the password. In this project, a web based password or pin generator will be created
to generate the pin for each subscriber package and this pin generated will be stored in the
system server. By dealing the pin with system server i‘nstead of Wiki access point, it will
provide a more controllable WiFi hotspot access as it can mitigate the nisk of password riding
on existing subscriber. Once a password is utilized by a subscriber to connect to the Intemet
service, the system server will authenticate the validity of the password. if the password is valid,
the WiFi hotspot will provide the Intemet service to the user and the password will be
eliminated in the server. This 1s to restrict the reuse of same password when connect the Intemnet.
WiFi service will be limited in the given time due to the pin that client has purchased. After
exceed the given time, the Internet service will be terminated. Administratoris able to control
the system using the web based pin generator when they faced problem such as losing pin that
has generated. They are allowed to cancel the pin-that was generated and then regenerate it

again and store in server.
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ABSTRAK

Dalam usaha untuk memperbaiki perkhidmatan Internet telecentre, projek ini
diperlukan untuk mewujudkan satu sistem pelanggan WiFi hotspot yang mampu menjana pin
atau kata taluan untuk setiap pengguna yang meminta perkhidmatan. Kata laluan dan pin hanya
boleh menyediakan perkhidmatan internet kepada pengguna yang telah membeli kata laluan.
Dalam projek ini, kata laluan atau pin penjana berasaskan web akan diwujudkan untuk menjana
pin bagi setiap pakej pelanggan dan pin int dihasitkan ak;m disimpan di dalam pelayan sistem.
Dengan berurusan pin dengan pelayan sistem dan bukannya pusat akses WiFi, ia akan
memberikan vang lebih dikawal akses WiFi hotspot kerana ia boleh mengurangkan risiko
menunggang kata laluan pada pelanggan yang sedia ada. Setelah kata laluan yang digunakan
oleh pelanggan untuk menyambung kepada perkhidmatan Intcrnet, pelayan sistem akan
mengesahkan kesahihan kata laluan. Jika kata laluan yang sah, hotspot WiFi yang akan
menvediakan perkhidmatan Internet untuk pengguna dan kata laluan akan dihapuskan dalam
pelayan. Ini adalah untuk menghadkan penggunaan semula kata lziuan yang sama ketika
menvambung Internet. Perkhidmatan WikFi akan terhad dalam masa vang diberl kerana pin
vang pelanggan telah membeli. Selepas melebihi masa yang diben, perkhidmatan Internet akan
ditamatkan. Pentadbir boleh mengawal sistem menggunakan penjana pin berasaskan web
apabila mereka menghadapi masalah seperti kehilangan pin yang telah dihasilkan. Mereka
dibenarkan untuk membatalkan pin yang telah dijana dan kemudian menjana semula sekali Jagi

dan simpan di pelayan.
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Chapter 1: Introduction

1.0 Project Overview

From nature such as Taman Negara, Mount Kinabalu, Niah National Park, Pulau
Redang to well-developed building such as KLCC, Twin Tower, Komtar, Batu Cave and etc
have become significant of Malaysia and act as a key to fulfill vision 2020. In the eyes of others,
although Malaysia is still a developing country, its advancement of technology and stable
economy has make their citizens able to live with certain quality and standard of life. However,
in Malaysia, there are still certain area undiscovered, in which their quality of hife still remain
the same, without interference of technology. Example of this areas in Sarawak are Long Lamai,
Bano, Long Puah and etc. Residents in this area do not even has the basic facility such as
electricity. They cannot even get any news or information from outside world as they do not
have any newspaper available at their area and internet service for them to obtain any

information.

In order to bridge the gap between residents in rural z:c: and the technology.
organization such as ISITI Unimas has carried out several projects that help to improve the
guality of the villagers’ life by providing electricity to their village as well as building telecentre
which 1s able to provide internet service and desktop for them to have a connection to outside
world. Telecentre has play an important roles in the village. In providing internet service to the
villagers and also the tourists who visit their village. Telecentre also become one of the income
for the residents to sustain the service by collecting payment when tourists needed internet

service from telecentre.

In order to ameliorate the telecentre Internet service, this project is needed to create a

WiFi hotspot subscriber system which able to generate a pin or password for each user who



request the service. The password and pin can only provide internet service to the user that has
purchased the package. In this project, a web based password or pin generator will be created
to generate pin for each subscriber package and the pin generated will be stored in the system
server. By dealing in the pin with system server instead of WiFi access point, it will provide a
more controllable WiF1 hotspot access as it can mitigate the risk of password riding on existing

subscriber,

As the residents of such villages has less oppormnity to interact with computer
technology, they will have less understanding and knowledge on the function and service that
the internet and computer device assessible by them. Therefore to ease their management of
the telecentre, simple system made easy for them understand and familiar with is important for
them to systematically manage telecentre operation. With the aid of proposed WiFi Hotspot
Subscription System, admimistrator of telecentre will easily to control the WiF1 internet access
to the tourist and also the advantage to collect service payment for every WiFi internet user.
This allow them to continue sustain the service from both internet service in telecentre and

WiF1 hotspot.

1.1 Problem Statement

In rural areas, telecentre plays an important role in providing [nlernet service to both
the local community and the visitors. The model of Internet provision via the telecentre has
changed from physical computer based Internet services to virtual Internet connection via WiFi
to end user personal devices. The advancement of technology has enabled almost all mobile
devices and laptops to have the WiFi connectivity, hence most users who <wn their personal
mobile devices and laptops would like to use their own personal devices to access the Internet

instead of using the telecentre computers. This results in Internet access control and charging



cannot be done at the telecentre computers anymore because the users will be requesting for

WiFl Internet access.

The change of Internet service provision mode into WiFi1 will cause the collection of
service charges more difficult to manage and unproductive time spend, the telecentre
management may not be able to even collect the amount of service fees that they are supposed
to collect from the WiF1 Internet service they provided. The current WiFi access control mode
is via private access password set at the wireless access point and tiie same password will he
given to each user who wanted to subscribe the service. Since the same password is reuse by
giving to different users, this also mean that the valid WiFi access password can also be given
by the subscriber to other unpaid users. If this is happening, the telecentre will not be generating

income that they are supposed to earn base on the number of actual users.

The scenario could be worse if only one user pay and the rest of the users share the
access password of that one subscriber. Obviously this mode of WiFi service provision by
giving just a single valid password to all paid users is not practical. Hence, there 1s a strong
need for a better WiFi hotspot subscriber system to separate the access privileze of each paid
or subscribed users. The new system will help the telecentre management to generate income
according to the service that they provide and further sustaining the telecentre services for the

common interest of the entire community.

1.2 Objective

The main objective in this project is to improve the Telecentre Internet service by creating a

system that is able to manage the Wiki internet services more systematically.

[ To create an access control system to help the rural telecentre to provide subscribe-able
WIFT Internet service to the local community or visitors, controllabie via mdividual

password or pin.



[I. ~ The system is able to generate individual access password or pin based on the required

subscnption periods.

.  To create a system with easy pin management and offline distribution.

1.3 Methodology

Before developing a system, choosing a good methodology model is important because it will
guide us all along the way from planning to developing and finally in maintaining the system.
Mcthodology model chosen here is waterfall model because it is simple to understand and easy

to manage. Therefore tasks arrangement and the development process can be easily

documented.

[.3.1 Requirement and Analysis

This phase is mainly to review and analyze the existing similar system that have direct
and indirect relation with the project. There are several similar systems to the project such as
Antamedia hotspot management system, HotSpot hotspot pro management system and etc that
able to be reviewed on its feature, functionality, advancement as well as its weakness. From
the reviewed document, some of the systems that has more similanty to the project will be
download if it 1s available. The system downloaded will be install in virtual machine in order
to obtain detailed analysis on the flow of the system and its feature. The analysis result will be
noted and then based on the result, requirement of the current project will be listed down and

do a comparison will be masde with the existing systen.

1.3.2 System Design
Based on the requirement that iisted down from the first phase, behavior diagrams are
being draft in order to have a clearer view on what the svstem needed. From behavior diagrams,

they can be easily discern the knowledge and the research needed to be done before enter to
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the next stage. Furthermore, the flow of the system and the website user interface are needed
o design as the preparation before entering te implementation phase. All the function and
feature in this system needed to be design clearly and in detail so that the implementation phase

can run smoothly.

1.3.3 Implementation

At implementation phase, software development and hardware integration will take part.
A system 1s needed to be developed according to the system design phase draft. In this project,
a web-based pin generator 1s needed to be developed using html and php coding by adding a
number generator algorithm. Furthermore, SQU database is required to store the Pin that is
generated. In this system, radius server and a WiFi access point are required to be integrated in

order to achieve the requirement of the project.

1.3.4 Testing

After the system is developed, next is the testing phase. There are two type of testing
which are alpha testing and beta testing. In this project, it will undcrgo alpha testing. This
testing will be conducted by a group of users. The testing phase mainly is to test the system to
discern whether it fulfill the requirement of the project. Besides that, this phase is able to check
whether the system runs correctly and smoothly. The result of the sysiem testing will be noted

in order to help the developers to make improvements and advancement to the system.

1.3.5 Maintenance

This 1s the last phase in waterfall medel. At maintenance phase, it is mainly to fix the
bugs that found during the testing phase. According to the testing result, developers will
improve and advance the system to make them more compatible to the current condition. After

the svstem has been fixed. it will be tested by the developers as the final check of the system.



Figre 1. Waterfall Mode!

1.4 Project Scope

In this project, it is mainly consists of three components and involvement of two parties.
The three components included a server, a WiF1 hotspot and a web-based Pin Generator
whereas the two parties are administrator of telecentre and tourists/ subscribers. When the
lourists request for internet service, they are required to purchase the password from the

administrator.

Web-based Pin Generator is to randomly generate Pin for WiF1 hotspot and the Pin
generated will be stored in the server. Besides that, Pin Generator also provide a user interface
for administrator to control the Pin such as view, edit, delete and generate Pin. In this project,
there are three kind of servers which are web server that allow to locate the Web-based Pin
Generator and database server that store the Pin that generated by Pin generator as well as
member identity in order to verify the member log in identity. The third kind of server is radius
server which consists the function of authenticate and accounting the access of ISP (Beal, n.d.).

Access server will be collecting the login name and password from the user connected to 1t and



the information will be sent to radius server to undergo process of checking and validating of
Pin. Radius server is responsible to determine whether the internet access is allowed or denied.
Login and logout record is also being recorded in the radius server (Radius, 2009). While the
function of WiF1i hotspot is to provide intemet service to subscriber when the Pin provided is

valid.

1.5 Significant of Project

This project is mainly to help the administrator of telecentre in rural area to have better
WiFi internet service management. As mention above, internet service provided by telecentre
has become one of the income for the telecentre administrator. However most users who own
their personal mobile devices and laptops would probably use their own personal devices to
access the Internet and the request of tbe WiFi password will affect the management of
telecentre. With this system, tourists who request the WiFi internet service will have to

purchase a subscribe package that consists a Pin to access the internet in certain given period.

With the aid of WiFi Hotspot Subscription System, administrator will easily to sustain
the internet service as this system introduce a new charging mechanism to accommodate the
change of mode of internet provision from wired connection to WiF, i :twork. This system
control the time period of internet access based on the Pin purchased by the intern::{ user. Time

period of internet access 1s categories based on the cost of the Pin th.i' purch o <ed by subscriber.

Furthermore, action of selling Pin tickets to visitor can be conduct by any retailers in
the area. The role of administrator is to generate the Pin and is authorized to control every Pin.
This system generate more economical environment as every man power is highly utilize and
this can reduce the man power at the telecentre to manage this system. Moreover due to the Pin
tickets can be purchase from any authorized retailers in the area, this will increase the

availability of internet service as the internet user 1s able to access to the internet anytimc



