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ABSTRAK

Teknologi biometrik merujuk kepada teknologi di mana ia mengukur dan
menganalisa ciri-ciri fizikal dan kelakuan manusia untuk tujuan pengecaman dan
pengesahan. Sistem rantaian modus biometrik merupakan sistem yang lebih
dipercayai dan memberikan prestasi yang lebih baik berbanding penggunaan satu
modus biometrik. Kertas kerja ini mencadangkan gabungan pengecaman muka dan
cap jari sebagai sistem rangkaian modus. Rekabentuk sistem pengesahan ini
mengandungi dua peringkat utama iaitu fasa pendaftaran dan fasa pengesahan. Setiap
sistem pengesahan ini menggunakan sepenuhnya kaedah Analisis Komponen Utama
(PCA) untuk mendapatkan unjuran linear ruang imej sebenar bagi mencapai
pengurangan dimensi. Jaringan Saraf Backpropagation (BP-ANN) diaplikasikan
dalam projek ini untuk tujuan proses latihan dan pemadanan. BP-ANN adalah yang

paling popular digunakan dalam sistem pembuktian.
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ABSTRACT

Biometric technology are refers to technologies that measure and analyze human
physical and behavioral characteristics for recognition and authentication purpose. A
multimodal biometrics system is more reliable and provided better performance than
uni-modal biometric. This paper proposes a multimodal biometric systems using face
and fingerprint recognition. The design of a verification system consists of two major
stages which are enrollment phase and verification phase. Each verification system
completely used a Principal Component Analysis (PCA) method to apply linear
projection to the original image space to achieve dimensionality reduction.
Backpropagation Neural Network (BP-ANN) is adopted in this project for training

and matching process. BP-ANN is the most popular used in verification systems.
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CHAPTER 1

INTRODUCTION

1.1 Biometrics Technologies

Biometric recognition is defined as the automatic recognition of individuals
based on their physiological/biological or behavioral characteristics [1].
Physiological biometrics is based upon physiology characteristics such as fingerprint,
hand geometry, iris, face, retina, and palm vein. While, behavioral biometrics is traits
based on data derived from physiology characteristics which are voice recognition,

keystroke recognition, signature recognition and DNA biometrics.

Biometrics technologies are concerned with the physical parts of human body

or the personal traits of human beings, and the recognition of individuals based on
. : " . |

human traits. This technology acts as a front end to a system that requires precise

identification before it can be accessed or used.

Multimodal biometrics is combinations of two or more biometric recognition
technologies. By using more than one of biometric recognitions, it can operate
effectively and more secure to prevent an impostor. It also more reliable and provide
better performance than any individual biometrics. This is because a single biometric

feature may fail to be accurate enough for identification or verification [2].



Multimodal biometric systems can address the problem of non-universality, since _
multiple traits ensure sufficient population coverage. Furthermore, it could provide
anti-spoofing measures by making it difficult for an intruder to simultaneously spoof

the multiple biometrics traits of legitimate user.

1.2 Problem Statement

Traditionally, user authenticates based on authentication mechanisms either
“something you know” which usually refer to passwords and personal identification
numbers (PINs) or “something you have” which usually refer to cards or token [3].
This authentication mechanisms needed user to memorizes a password or PIN also .
need to brings anyway the token or cards with. These approaches have a number of
significant drawbacks. The used of password or PINs are easily guessed, forgotten or
compromised, and also for tokens or cards can be stolen or misplaced [4]. Therefore,
by using the biometrics authentication which “something you are”, it can provide a

high degree of security and it convenience for personal authentications.

However, using a siﬁ’gTe biometric trait for authentication purposes has some
limitation [5], as an example, for identical twins. Their faces alone may not
distinguish them. Another disadvantage of using only one biometrics is that the
chosen biometrics is not always readable, as an example, some people have
fingerprints that cannot be recorded because they are obscured by a cut or a scar or
arc too fine to show up well in a photograph [6]. Thus, the noisy data, limited

degrees of freedom, performance limitation, circumvention via spoofing, and non-



universality all affect the performance, security, and convenience of using such a

system [7].

1.3 Motivation

I’m interested in doing this project because most of current verification
systems are using the traditional authentication system such as password/PINs or
cards. These make them susceptible to problems such as forgetting the password and
cards being stolen. One way to overcome these problems is to employ biometrics for
authentication. However, verification methods based on a single biometric trait or
algorithm may not provide adequate verification performance. For example, some
face recognition algorithm cannot perform effectively. We need to verify which
better performance algorithm in verification systems. It also in some cases, one
biometric may not be applicable at all. For example, some people don’t have good
enough ridges in their fingerprints to be able to use fingerprint verification systems.
Thus, when combined both biometrics, it could improve the accuracy of a biometric
system. Therefore, we believe that by using multimodal biometrics, we will achieve
not only improved security, bu?;t also reliable and convenience for any people and

applications.






