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ABSTRACT

PlayerUnknown's Battlegrounds (PUBG) has become a massively popular online video game,
attracting a significant number of players of all ages. However, the prevalence of cheating
presents an important challenge to maintain a fair gaming environment. This study aims to
address this issue by developing a reliable prediction model to identify potential cheaters in
PUBG matches. The research methodology involves the collection of a comprehensive data set
from Kaggle containing a variety of gameplay features. Patterns and relationships between
input variables and cheating behaviours are analysed through the application of supervised
learning techniques, specifically a classification model. The primary goal is to use the Random
Forest algorithm, an effective machine learning technique, to predict instances of cheating
based on the behavioural patterns of participants. Utilising the selected features, the Random
Forest model is then trained to produce a robust prediction model. The evaluation of the
prediction model demonstrates its accuracy, precision, recall, and F1 score, demonstrating its
capacity to identify potential cheaters in PUBG encounters. The developed prediction model
obtains an impressive accuracy of 95.7%, demonstrating its reliability in distinguishing
cheaters from non-cheaters. The outcomes of this research contribute to the advancement of
cheat detection mechanisms in online gaming. The developed prediction model can be
integrated into existing systems to improve cheat detection capabilities and promote an

enjoyable and fair gaming experience for all PUBG participants.



ABSTRAK

PlayerUnknown's Battlegrounds (PUBG) telah menjadi permainan video dalam talian yang
sangat popular, menarik sejumlah besar pemain dari semua peringkat umur. Walau
bagaimanapun, kelaziman penipuan memberikan cabaran penting untuk mengekalkan
persekitaran permainan yang adil. Kajian ini bertujuan untuk menangani isu ini dengan
membangunkan model ramalan yang boleh dipercayai untuk mengenal pasti potensi penipu
dalam perlawanan PUBG. Metodologi penyelidikan melibatkan pengumpulan set data
komprehensif daripada Kaggle yang mengandungi pelbagai ciri permainan. Corak dan
hubungan antara pembolehubah input dan tingkah laku menipu dianalisis melalui aplikasi
teknik pembelajaran yang diselia, khususnya model klasifikasi. Matlamat utama ialah
menggunakan algoritma Random Forest, teknik pembelajaran mesin yang berkesan, untuk
meramalkan kejadian penipuan berdasarkan corak tingkah laku peserta. Menggunakan ciri
yang dipilih, model Random Forest kemudiannya dilatih untuk menghasilkan model ramalan
yang mantap. Penilaian model ramalan menunjukkan ketepatan, ketepatan, ingatan semula dan
skor F1, menunjukkan keupayaannya untuk mengenal pasti penipu berpotensi dalam
pertemuan PUBG. Model ramalan yang dibangunkan memperoleh ketepatan yang
mengagumkan sebanyak 95.7%, menunjukkan kebolehpercayaannya dalam membezakan
penipu daripada bukan penipu. Hasil penyelidikan ini menyumbang kepada kemajuan
mekanisme pengesanan cheat dalam permainan dalam talian. Model ramalan yang
dibangunkan boleh disepadukan ke dalam sistem sedia ada untuk meningkatkan keupayaan
pengesanan cheat dan menggalakkan pengalaman permainan yang menyeronokkan dan adil

untuk semua peserta PUBG.
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CHAPTER 1: INTRODUCTION

1.1 Project Title
Predicting Cheaters in PlayerUnknown ‘s Battlegrounds (PUBG) using Random Forest

Algorithm

1.2 Introduction

Esports, which are also referred to as electronic sports, is a type of organised sports
competition format that are based on video games (Russ, 2019). Professional gamers compete
in esports either individually or as teams with the objective of winning the champion reward in
their respective categories. Multiplayer online battle arena (MOBA), first-person shooter (FPS),
fighting, card games, battle royales, and real-time strategy (RTS) are the types of video games
that are played the most frequently in esports (Goud, 2022). Esports competitions have always
been limited to amateur players. On the other hand, its popularity skyrockets in the latter part
of the 2000s, coinciding with an increase in the number of professional gamers who take part
in it and the number of viewers who watch it via live streaming (Chavers, 2019). According to
(Hussein et al., 2017), in 2018, esports competitions attracted a total audience of 380 million
people, the vast majority of whom were fans of the industry. The growth that began the year
before and extended over into the following year was continued in 2022. The worldwide esports
viewership increased by 8.7% year on year in 2022, bringing the total number of viewers to
532 million. This marked another year of tremendous audience growth for esports (Tristao,
2022). In addition, the report also stated that the recently released game, PlayerUnknown’s

Battlegrounds (PUBG) was a major contributor to the expanding global growth in esports.



One of the most significant problems in the world of esports, however, is significantly
dependent on the answer to the following fundamental question: "How fair is it for all of the
players?" Genuine players will become dissatisfied and stop participating in a competitive
game if the rules are unfair. The prize pools for esports tournaments can reach as high as $40
million as of November 2022, with the money going to the winners (Gough, 2022). Some
players are even willing to adopt illegal strategies in order to gain an advantage in the
competition because the prize pools are so high. To get an unfair advantage in competitive
battles, some players attempt to modify the game's controls in order to win which is unfair to
many in competitive matches. As a corollary, diverse range of strategies have been employed
to ensure that their games are as equitable as is humanly possible. One of these steps is to

identify any competitors who are cheating or hacking and remove them from the competition.

Cheating occurs in video games for a plethora of reasons. For instance, it can be used to
simply win a game when a player otherwise cannot, to have pleasure in circumstances where
some players gain satisfaction from the use of cheats, and many other things as well, depending
on the game and the context in which it is employed. Nevertheless, cheating is often a very
detrimental element that can harm the accomplishment of a game. Consequently, this paves the
way for the development of anti-cheat mechanisms within video games, which actively prevent

and prohibit players from being able to acquire an unfair edge over other players.

The gaming industry, much like any other industry, collects data about its various
players in order to assess the effectiveness of those players. Let's try to grasp this by utilizing
PUBG, also known as Player Unknown's Battlegrounds, which is now one of the most well-
known and widely played games on the internet. PUBG boasts an average of 30 million players
that are actively playing the game each and every day (Curry, 2022). It accomplishes this by
gathering information from the gamers and then dividing them up into the different segments,

cheaters and non-cheaters. However, manually classifying 30 million players is physically



impossible in this day and age. The concept of machine learning (ML) is developed to solve
this problem. An application of artificial intelligence (Al), known as machine learning (ML),
has the capability to comprehend a collection of data all by itself and build models based on
the data sample in order to come up with a conclusion. The use of technologies such as machine
learning, which can provide crucial data that can be used to develop strategies and tactics, has
become increasingly advantageous in the process of forecasting the reliable outcome of esports
games. Therefore, ML makes it possible to evaluate vast amounts of data, derive conclusive

results on all those data, and classify them cheaters into separate categories.

1.3 Problem Statement

The query "Is the player genuine or fake?" is consistently ranked as the most popular inquiry
received from all online gamers. The fact that online gamers are frequently unsupervised when
they play games makes it simple for those who are eager to cheat to gain an advantage over
their competitors in the game. According to the findings of the survey, 60% of online gamers
believe that their experience playing multiplayer games has been adversely affected by other
players cheating on multiple occasions, 18% of respondents stated that this occurs more
frequently, and another 8% stated that it occurs continually. In addition, the findings of the
research also revealed that 12% of gamers admitted that they have cheated by using tools that
were provided by a third party (Blaukovitsch, 2022). It is highly possible that the actual
numbers are likely to be greater. In terms of cheating, PlayerUnknown's Battlegrounds (PUBG)
is analogous to other popular online first-person shooter games, in that the use of cheating tools
is not only prevalent but also problematic and penalised. In October 2021, PUBG permanently
prohibited 2.5 million accounts from Battlegrounds Mobile India (BGMI) and temporarily
banned an additional 706,319 accounts.. According to a report by Tencent, the gaming engine

behind PUBG, 46% of banned accounts were found to be using auto-aim and x-ray vision hacks,



18% were found to be using speed hacks, 20% were found to be modifying their area damage
and the character model, and 16% of banned accounts were banned for some other reason
(Goud, 2022). With such a large userbase, it is physically difficult to keep track of each
participant, which is especially problematic due to the presence of hackers in the game. The
security team behind PUBG constantly monitors massive amounts of data, with an average of
over 10 million reports and this is carried out to identify improbable occurrences that may have
taken place during the matches (Chavers, 2019). Due to the circumstances, the current research
investigates the impact that machine learning algorithms have on the gaming industry's ability
to predict players who cheat in online games. This is a binary classification problem as there
are two classes in this study: cheaters and non-cheaters. In this research, a substantial dataset
consisting of 29 variables requires the application of a supervised learning strategy through the
utilisation of a classification model that is capable of being helpful in prediction of patterns
that exist between the input variables and the output variables. As a result, the purpose of this
research is to apply Random Forest model in an effort to determine whether PUBG players are
likely to cheat during a match based on a number of attributes with the player's behavioural
pattern. Thus, Random Forest algorithm, which is a classical in the field of machine learning,
is going to be the method that we use to solve this issue. A machine learning (ML) system
gathers information from players and adapts itself to the needs of the game. If we continue to
train it on data from players, then it will always be updated with the most recent data.
Additionally, as the game continues, the developers will implement various upgrades and
patches. Most significantly, a ML system uses data about the game that the developers of oft-
the-shelf cheat detection technologies do not have access to (modl.ai, 2022). This is the primary
reason why ML cheat detection is more difficult to fool. As a result, this decision was made to
investigate the possibility of finding a solution to this problem that may be used by e-sport

contest managers, server moderators, or anybody else that would need this to eliminate cheaters.



1.4 Scope

The scope of this study is restricted to specific instances of online gaming, specifically Player
Unknown's Battleground (PUBG). The system will not be integrated into the game; rather, it is
more analogous to an application developed by a third party that may be used to increase the
ability of server moderators to identify possible cheaters. Consequently, this research will make
use of the PUBG game statistics that can be found on the Kaggle website. These data have
previously been separated into a training set and a testing set. For the entirety of this study, it
will only be using the training set because our primary goal is to establish which characteristics
are the most significant. The presented dataset has the form (4446966, 29), which implies that
the 29 distinctive attributes were extracted from the 4446966 separate instances of different
players engaging in a variety of matches. Each set has 29 different attributes, and the dataset
of PUBG placement prediction will be utilised in order to arrive at the cheater prediction. It is
expected that machine learning will make the system more robust over time and with additional
data. Since there is a problem with cheaters in the community, it is viewed as the sensible thing
to do to make every effort to stop these cheaters when they are competing in competitive esports

games.

1.5 Aim and Objectives

1.5.1 Aim
This study aims to address the issue of cheating behaviours in PUBG by using Random

Forest algorithm to precisely identify and predict potential cheaters.



1.5.2 Objectives
1. To develop a machine learning model using Random Forest to detect potential
cheaters in PUBG.
2. To identify patterns and behaviours that are highly correlated with cheating
behaviour in PUBG.
3. To evaluate the performance of the proposed Random Forest model in identifying and

predicting cheating behaviour.

1.6 Brief Methodology

Design and development were selected as the research methodology for this study since a
model must be created in order to achieve the overall objective of detecting cheats using
machine learning in PUBG. The model was modified and evaluated iteratively until the desired

outcome was achieved. This study's methodology can be divided into several distinct parts:

1.6.1 Data Collection

Kaggle was the source from which we obtained the PUBG dataset that was utilised in this
research. It includes a vast amount of de-identified PUBG game statistics and is formatted so
that each row provides the post-match statistics for a single player. PUBG placement prediction
dataset was chosen for our model's development. The given dataset is in the form (4446966,
29), which indicates that the 29 unique features were collected from the 4446966 instances of

different players participating in various matches.

1.6.2 Data Pre-Processing
Data pre-processing is essential for preparing a dataset for analysis and modelling. It involves
dividing data into training and testing sets in order to enhance the performance of machine

learning models. The dataset is imported and saved as a.csv file for convenience of access. In



addition, missing data and outliers are eliminated to reduce biases, improve the precision of
statistical analyses, and boost the performance of machine learning models. These pre-
processing phases guarantee that the dataset is clean, dependable, and suitable for analysis

and modelling, resulting in more reliable research findings.

1.6.3 Training/Learning/Testing

In order to examine the relationships between the features, a cross-correlation matrix will be
constructed. By analysing the correlations, we can identify any significant associations or
redundancies between features that may affect the performance of the model. Moreover, during
the process of feature selection and engineering, any category features that have a minimal
effect on the output prediction will be eliminated. This simplifies the dataset and improves the
model's performance by highlighting the most informative features. Following the completion
of feature selection, the Random Forest algorithm will be selected for model construction.
Random Forest is an effective algorithm for machine learning that incorporates the predictions
of multiple decision trees. It is renowned for its capacity to manage intricate datasets and
generate accurate predictions. Random Forest captures complex relationships between features
and the objective variable by leveraging the ensemble of decision trees. Before the final model
is constructed, the dataset will be divided into training and testing sets. The training set will be
used to train the Random Forest model by exposing it to labelled data and allowing it to
discover the underlying relationships and patterns. The testing set, on the other hand, will
function as an independent dataset to evaluate the predictive accuracy and performance of the

model on unseen data.

1.6.4 Evaluation
The efficiency of the model will be evaluated. It has been determined that the confusion

matrix is the most effective method for representing the accuracy of our classification model,



and it is also the most widely used metric for assessing classification problems. This research

endeavour will make use of this methodology.

1.7 Significance of Project

The project's significance extends beyond its immediate effect on game integrity. By effectively
identifying and preventing cheating, the initiative contributes to the preservation of a
competitive and balanced gaming environment. In addition to diminishing the experience for
honest players, cheating also harms the game's reputation. Consequently, the ability of the
project to correctly predict cheaters using the Random Forest algorithm contributes to the
game's integrity and fairness. In addition, the initiative demonstrates the application of machine
learning techniques in the gaming industry. Using the strength of the Random Forest algorithm,
the project illustrates how data-driven approaches can be applied to complex problems such as
cheat detection. This is a useful case study for researchers, developers, and practitioners
interested in utilising machine learning to improve game security. In addition, the project's
findings and insights into cheating patterns provide game developers and administrators with
valuable information. Understanding the strategies and methods used by cheaters can aid in the
development of more effective anti-cheat systems and proactive measures to prevent future
instances of cheating. This information can also inform ongoing efforts to enhance game design
and player monitoring techniques, resulting in continuous improvements to game safety. The
significance of the project lies in its contribution to the gaming industry by promoting fair play,
utilising advanced machine learning techniques, and providing valuable insights for the
development of efficient cheat detection systems. The project not only benefits the game and
its players by addressing the issue of cheating in PUBG, but it also functions as a steppingstone

for future research and advancements in the field of game security.
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1.9 Expected Outcome

A machine learning system has been developed that can evaluate player performance using
data acquired from Kaggle to identify the issue of cheaters in PUBG mobile and discover a
solution to it. The machine learning technique will help to examine the usage patterns of PUBG
mobile gamers. We have built a system that is able to identify abnormal gaming patterns or
actions that disrupt the normal operations of the game and are caused by hack players. Everyone
who competes in the e-sports competition will adhere to the rules of fair play, and those who

cheat will be eliminated from the competition.

1.10 Thesis Outline

Chapter 1: Introduction

Chapter 1 provides an overview of the proposed system and its components. The problem
statement, objectives of the research, a brief methodology carried out in the project,
significance of project, the scope of the project and the project outcome are all included in this
chapter. The problem statement outlines the challenges that the existing analysis encounters
and explains why it is essential for this project to be revised to incorporate a new method of
evaluation. The objectives provide information regarding the overall purpose of the project.
The scope sheds light on the methods that were implemented in the project in order to reach a

high accuracy rate.
Chapter 2: Literature Review

Chapter 2 presents a discussion on the literature review that was carried out on the existing
methods and procedures. This review was based on articles, journeys, proceedings, and
research papers. This chapter of the review will explain about the methodologies, features, and

classifications that were used to discover the feature datasets. These methods have been
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