
TELECENTRE NETWORK CONNECTIVITY 
MONITORING SYSTEM

Peng Hongjing

Bachelor of Computer Science with Honours 
(Network Computing) 

2014



l1ýiUt KMidimst Maklumat Alwdemi! 
UNIVF1tS1TI MALAYSIA SARA%'Ak

P. KHIDMAT MAKLUMAT AKADEMIK 

UNIMAS 

TELECENTRE NETWOR] IIIIII11111IIIIIIIIIIIII MONITORING SYSTEM 
1000288398

PENG HONGJING

This project is submitted in partial fulfilment of the 

requirements for the degree of 

Bachelor of Computer Science with Honours 

(Network Computing)

Faculty of Computer Science and Information Technologry 

UNIVERSITI MALAYSIA SARAWAK 

2014



UNIVERSITI MALAYSIA SARAWAK

THESIS STATUS ENDORSEMENT FORM

TITLE 
TE L--F. %

ACADEMIC SESSION: 1, )414Z 24T
v, 
&YSIE

v /--NG, 
(CAPITAL LETTERS)

hereby agree that this Thesis* shall be kept at the Centre for Academic Information Services, Universiti 

Malaysia Sarawak, subject to the following terms and conditions:

1. The Thesis is solely owned by Universiti Malaysia Sarawak 
2. The Centre for Academic Information Services is given full rights to produce copies for 

educational purposes only 
3. The Centre for Academic Information Services is given full rights to do digitization in order to 

develop local content database 
4. The Centre for Academic Information Services is given full rights to produce copies of this Thesis 

as part of its exchange item program between Higher Learning Institutions [ or for the purpose of 
interlibrary loan between HLI l 

5. ** Please tick ( d )

V

CONFIDENTIAL (Contains classified information bounded by the OFFICIAL 

SECRETS ACT 1972) 

RESTRICTED (Contains restricted infonnation as dictated by the body or organization 

where the research was conducted) 

CJNRESTRICTED

Validated by

(AUTHOR'S SIGNATURE)

Permanent Address

ý. __, 
ý

T, 11 . .. __ 
/` L 

- -Vill r_hc.

Nutt

2A I ý

ý

(SUPOVISOR'S SIGNATURE)

Da

T"h"is rrfrra to i'hf), Masirr, ar><i flaclrlar llcptrcc 
I'm CbntidcnUal or Restrictud nmtrrials, pleasr anach rclevant docuimnfs from rwlevant orpni zatiom autknrrifics



ACKNOWLEDGMENTS

I would like to put on record, my appreciation and gratitude to all who have 

rendered their support and assistance with this Final Year Project. First and 

foremost, I would like to acknowledge my supervisor Associate Professor Dr. Tan 

Chong Eng, for providing me with all the necessary facilities, guidance, and 

support throughout the project. The constant encouragements, patient explanation, 

insightful suggestions given by him have really helped me in carrying out this 

project work. I have no hesitation to say that, without his supervision and valuable 

advice from time to time, I could not able to complete the whole project. Besides 

that, I would like to express my sincere thanks to Prof Dr. Wang Yin C'hai, our 

Final Year Project lecturer, for providing the Final Year Project Management 

knowledge. Next, my grateful thanks go to the examiners who help evaluate me 

for the two semesters. Their good comments and advices proved very useful, 

especially in the project presentation that has improved my presentation skills.

I would like to express my appreciation to my parents and all my family members 

who were sending me abundant love, encouragement and support all the way from 

home from their hearts. They were my main motivation for nee to pursue degree in 

University of Malaysia Sarawak for three long years. Special thanks are extended 

to my fellow friends and lecturers for their supports and cares. Last but not least, I 

would like to express my sense of gratitude to all individuals and parties who, 

directly or indirectly, have lent their helping hand in all respects to my final year 

project.



! holt iüibtst Mükiawat Akmkm%. 
UNIVdRIM MAI.. AYSIA SA1tAWAK

TABLE OF CONTENTS

ACKNOWLEDGEMENTS 

TABLE OF CONTENTS 

LIST OF FIGURES 

LIST OF TABLES 

LIST OF ABBREVIATIONS 

ABSTRACT 

ABSTRAK

1. CHAPTER I INTRODUCTION

1.0 Introduction 

1.1 Background of the Project 

1.2 Problem Statement 

1.3 Objectives 

1.4 Scope of the Project 

1.5 Significance of the Project 

1.6 Excepted outcome 

1.7 Project Schedule 

1.8 Chapter Outline 

1.9 Summary

Page

i

ii

vi

Vii

ix

X

xi

I

5

6

6

7

9

11



2. CHAPTER 2 LITERATURE REVIEW

2.0 Introduction 10

2.1 Telecentre Network for Remote and Rural Communities I I

2.2 Network Monitoring Technology 

2.2.1 Network Monitoring Using ICMP 

2.2.2 Network Monitoring Using SNMP 

2.2.3 Network Monitoring Using RMON 

2.3 Proposed Network Monitoring Approach 

2.4 Existing Network Monitoring Tools

12

12

13

15

16

17

2.4.1 Command Prompt Ping Utility 17 

2.4.2 EMCO Ping Monitor 19 

2.4.3 PingPlotter Pro 20 

2.4.4 Comparison with Network Monitoring Tools 22

2.5 Summary 24 

3. CHAPTER 3 METHODOLOGY 

3.0 Introduction 25

3.1 Iterative SD[. C Model 26 

3.2 System Requirement Analysis and Specification 28 

3.2.1 Functional Requirement 29

111



3.2.2 Hardware Requirement 29 

3.2.2.1 Web/Database Server 30 

3.2.2.2 Embedded device 30 

3.2.3 Software Requirement 33 

3.2.3.1 Operating System Platform Requirement 33 

3.2.3.2 Programming Language Requirement 34 

3.2.3.3 Database Requirement 35 

3.2.3.4 FAMPP 35 

3.3 Proposed System Design 35 

3.3.1 Architecture Design 36 

3.3.2 DFD for Overall Proposed System 37 

3.3.3 The Connectivity Tester Application 39 

3.3.4 The Centre Web Connectivity Reporter Application 40 

3.3.5 Database Design 41 

3.3.6 System Use Case diagram 43 

3.4 System Flowchart 46 

3.5 Summary 47

4. CHAPTER 4 IMPLEMENTATION AND TESTIN(:

4.0 Introduction 49 

4.1 System implementation and Testing Issues 49 

4.2 Implementation of Connectivity Tester Application 51

IV



4.2.1 Coding Implementation 53 

4.2.2 Implementation Results 59 

4.3 Implementation of Centre Web Connectivity Reporter 60

4.3.1 Web Service Implementation 

4.3.2 Database Implementation 

4.3.3 Interface of the Web application 

4.4 Application Testing 

4.4.1 Functional Testing 

4.4.2 Usability Testing 

4.4.3 Database Testing 

4.5 Summary

5. CHAPTER 5 CONCLUSION AND FUTURE WORKS

5.0 Introduction 

5.1 Objective Achievement 

5.2 System Limitation and Future Work 

5.3 Summary

61

61

63

70

71

71

72

72

74

75

75

77

References 78 

Appendixes 81 

Appendix A: FAMPP installation and configuration 81

V



LIST OF FIGURES

Page 

Figure 2.1 SNMP Manager/Agent Architecture 14 

Figure 2.2 Existing Physic Architecture of Telecentre Network 16 

Figure 2.3 Successful ping results from www. google. com on 

Windows 8 19

Figure 2.4 EMCO Ping Monitor screenshots (EMC() software, 2013) 20

Figure 2.5 An example of a PingPlotter graph (PingPlotter, 2005) 21 

Figure 3.1 An Information Technology Project Methodology 26 

Figure 3.2 Raspberry Pi Model B 32 

Figure 3.3 System Architecture 37 

Figure 3.4 Context diagram of TNCMS 38 

Figure 3.5 Context Diagram of Connectivity Tester Application 40 

Figure 3.6 Report format examples 41 

Figure 3.7 System Use case Diagram 43 

Figure 3.8 System Flowchart 46

vi



Figure 4.1 The proposed System Architecture 49 

Figure 4.2 Implementation using Raspberry Pi 52 

Figure 4.3.2.1 The "tncros" database structure 62 

Figure 4.3.2.2 The information table structure 62 

Figure 4.3.3.1 Web page Implementation using Adobe Dreamweaver 63

Figure 4.3.3.2 The Starting Interface of the System 

Figure 4.3.3.3 The Interface of Admin Login page 

Figure 4.3.3.4 The Interface of TNCMS Project 

Figure 4.3.3.5 Search Result 

Figure 4.3.3.6 Contact us page 

Figure 4.3.3.7 Statistics Report 

Figure 4.3.3.8 Data presentation sample I 

Figure 4.3.3.9 Data presentation sample 2

64

65

65

66

66

67

67

68

Figure 4.3.3.10 Information table records 69

Figure 4.3.3.11 Monitored information retrieved and display based Web 70

vii



LIST OF TABLES

Page

Table L I The proposed time schedule 7 

Table 2.1 Comparison with other network monitoring tools 19 

Table 3.1 Raspberry Pi Model A and B Specifications 26 

Table 3.2 Ping parameters 33 

Table 3.3 Monitored information table 35 

Table 3.4 Admin account table 35 

Table 4.1 Show the result of the functional testing 71 

Table 4.2 Show the result of the database testing 72

viii



GIST OF ABBREVIATIONS

NGOs Non-governmental organizations 

ICT Information and Communication Technology 

VSAT Very Small Aperture Terminal 

TNCMS Telecentre Network Connectivity Monitoring System 

CMS Central Monitoring Station 

UNIMAS Universiti Malaysia Sarawak 

ICMP Internet Control Message Protocol 

LRWRS Long Rang Wireless Relay Stations 

RFC Request for Comments 

SNMP Simple Network Management Protocol 

MIB Management Information Based 

RMON Remote Network Monitoring 

MySQL My Structured Query Language 

RMON Remote Network Monitoring 

RTT Round Trip Time 

SDLC System Development Life Cycle 

TCP/IP Transmission Control Protocol/ Internet Protocol 

TTL Time-To-Live 

FAMPP FreeBSD, Apache, MySQL, PHP and PHPMyAdmin

ix



ABSTRACT

Recently, the number of telecentres is increasing in the rural areas. Instability in 

the telecentre network will break all of the top communications as the satellite 

connection is liable to disruptions. The Telecentre Network Connectivity 

Monitoring System (TNC'MS) is a computerised system that will continuously 

monitor the stability of the rural telecentre network. Using this system the 

potential connectivity problems can he identified and discovered effectively and a 

network administrator will take measures if necessary. Ping is the most common 

and simple method to test an Internet Protocol (IP) network availability and 

connectivity. The ping application combined with an embedded device such as 

Raspberry Pi) used to collect data from multiple nodes of the telecentre network 

simultaneously and send report to the Central Monitoring Station (CMS) for 

processing, and the CMS weh services will display the monitored information and 

represent the information. Through the analysis of existing telecentre network 

model, two system portions, the Connectivity Tester Application and the Web 

Connectivity Reporter Application will he developed at this client-server 

environment to implement the TNCMS for long-term monitoring, and provides the 

foundation to network adrni. nistrator, for control of the telecentre network.

Keywords- Telecentre network; connectivity monitoring; embedded device

x



ABSTRAK 

Baru-haru ini, hilangan telecentre semakin meningkat di kawasan luar Bandar. 

Ketidakstahilan dalam rangkaian telecentre akan memecahkan semua komunika. si 

atas sebagai samhungan satelit yang boleh merlvehabkan gangguan. Telecentre 

Network Connectivity Monitoring System (TNCMS) adalah sistem berkomputer 

yang akan terus memantau kestahilan rangkaian telecentre lyar handar. Dengan 

menggunakan si. stem ini, masalah sambungan potensi boleh dikenal pasti dan 

ditemui . secara herkesan dan pentadhir rangkaian akan mengamhil langkah- 

langkah jika perlu. Ping adalah kaedah yang paling biasa dan mudah iaitu 

dengan menguji Protokol Internet (IP) ketersediaan rangkaian dan samhungan. 

Aplika. si ping digahungkan dengan peranti terbenam (: seperti Raspberry Pi) yang 

digunakan untuk mengumpul data dari pelbagai nod rangkaian telecentre secarcr 

serentak dan menghantar laporan ke Central Monitoring Station (CMS) untuk 

diproses dan perkhidmatan web CMS akan memaparkan maklumat yang dipantau 

dan mewakili maklumat. Melalui analisis model rangkaian telecentre yang sedia 

ada, dua bahagian sistem, Connectivity Tester Application dan Web Connectivity 

Reporter Application akan dihangunkan di persekitaran ini pelanggan-pelayan 

untuk melaksanakan TIVCMS untuk pemantauan jangka panjang, dan 

menyediakan asas ini untuk mernbina rangkaian pentadhir untuk kawalan 

rangkaian telecentre ini. 

Rangkaian Kevword. s- Telecentre; pemantauan sambungan; peranti terbenam

RI



CHAPTER 1 
INTRODUCTION

1.0 Introduction

This is the first chapter which gives a general introduction to the project 

topic. In this chapter, it describes the background of the project, problem 

statements, objectives, scope of the project, significance of the project as well as 

the structure of the project and conclusion.
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1.1 Background of the Project

In recent years, there are a number of telecentres being set up by the 

Malaysian government departments and non-governmental organizations (NGOs) 

in the rural areas. These areas cover remote and isolated areas that previously 

were lacking connectivity to the world's information society. The rural areas are 

frequently considered as information-poor in which providing information has 

been a central factor for their development. As a kind of Information and 

Communication Technology (ICT) projects which are based on local information 

and communication resource centers, telecentres provide the benefits of new 

communication technologies to the rural areas. In general, the telecentre is a 

community centre with computers and satellite communication technology to get 

access to the Internet. In addition, a solar-powered VSAT (Very Small Aperture 

Terminal) supply is implemented for the telecentre so that it could be used in rural 

areas with insufficient power infrastructure.

With the rapid development of automatic control and computer network 

technology, it has been possible to realize remote network monitor and control. As 

a means of finding out network malfunction and potential problem, the Telecentre 

Network Connectivity Monitoring System (TNCMS) has been proposed. The 

system being proposed monitors the existing telecentre network connectivity by 

attaching an embedded device in the telecentre through the Central Monitoring 

Station (CMS) in a client-server environment. Once implemented, the system may 

be tested out in the Hario telecentre which is under the management of Universiti 

Malaysia Sarawak (UNIMAS).
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The Telecentre Network Connectivity Monitoring System (TNCMS) is a 

computerized system that could automate as much of the monitoring telecentre 

network connectivity dynamically. Within the telecentre network the embedded 

device such as Raspberry Pi is used to collect data from multiple nodes 

simultaneously and send report to the Central Monitoring Station (CMS) server 

for processing. Then, the CMS web services will display the monitored 

information and analyze the received information. Through the analysis of 

network model of telecentre, the connectivity tester software is implemented via 

TCP/IP (Transmission Control Protocol / Internet Protocol) and ICMP (Internet 

Control Messages Protocol) to continuous monitor the connectivity of telecentre 

network, and provides the foundation for control of the telecentre network.

1.2 Problem statement

The telecentre network provides convenience and benefits for people in 

the community at the same time, it also makes people face various challenges. 

Problems with network communication can cause the telecentre to be unusable. 

The intermittent problem with the Internet connectivity is the main issue of 

telecentre network as the satellite connection is liable to disruptions. Instability in 

the telecentre network will make all of the top communications to be broken. The 

main method of improving the network stability is to diagnose the fault of the 

working network in time and instructing the telecentre manager's decision. For 

guaranteed the normal supply of power for the telecentre network, an innovative 

hybrid system of solar panels and a diesel generator should be used to supply 

uninterrupted electric power. But because of insufficient power infrastructure in

3



the community, this system is supplied by solar-powered VSAT, which is low

power consumption.

Besides that, continuous monitoring of the network's connectivity is 

another issue of the telecentre network. Due to lack of technicians, the telecentre 

mostly is operated by only a manager who is graduate or local candidate. The 

roles and responsibilities of a telecentre manager include sensitizing the 

community about the services provided by the telecentre, promoting telecentre 

usage among them, conducting ICT training and reporting computer hardware and 

software faults to facilitate speedy maintenance, communicate with the local 

authorities, attract local entrepreneurs, help private companies and so on 

(TelecentreMagazine, 2009). The telecentre manger cannot possibly engage in the 

monitoring work fully the whole day even if he was assumed to be able to handle 

the telecentre all by himself. However, it would be better for the telecentre 

manager to reduce the workload if the monitoring work can be automated, which 

could be feasibly solved by this proposed project.

Also, maintenance restriction can be a problem in telecentre network, the 

maintenance of the equipment to ensure good operation and condition can be very 

challenging. The inspection or monitoring of the telecentre equipment can be a 

time consuming task and may be hard to be carried out at the appropriate time, 

either daily or weekly. Having hard time in accessing the telecentre site, an auto 

alert system can be implemented to notify the server centre for any fault, this can 

ease the overall maintenance work. Due to the financial problem that might be 

face by the developers of the telecentre given to the fact that it is a government 

project or NGO which does not require much income from the rural area. This

4
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will lead to lack of financial resources in rural telecentre project, given to the fact 

that the rural people are not financially buoyant to support the maintenance of the 

telecentre infrastructure.

For maximum telecentre network effectiveness, a central monitoring and

control function for telecentre network is necessary.

1.3 Objectives

The objectives are divided into two categories which are the general 

objective and specific objectives that must be met in the development of this 

system. The general objective of the project is to design and develop a Telecentre 

Network Connectivity Monitoring System (TNCMS) to continuous monitor the 

stability of the rural telecentre network and analysis potential connectivity 

problems through the Central Monitoring Station (CMS) in a client-server 

environment. The specific objectives of this project are: 

I. To adopt an embedded device for automatically start remote monitoring 

Telecentre network nodes; 

2. To design and develop a network connectivity tester application to collect 

data from multiple nodes simultaneously and report to the CMS; 

3. To configure and set up a data collection web/database server at the CMS 

to store and retrieve the monitored information; and 

4. To develop a web connectivity reporter application to provide summary 

screen and graphical presentation, and allow access to the CMS data and 

settings.



1.4 Scope of the Project

This project aims to develop a network connectivity monitoring system in 

telecentre that provides real-time monitoring, an easy web-interface, historical 

data, availability reports and performance text. This Telecentre Network 

Connectivity Monitoring System (TNCMS) is a two-part system, the client-end 

and the server-end. The client-end is made up of the embedded device and the 

connectivity tester application is responsible for monitoring network nodes, data 

collection and reporting to the CMS. The server-end which is a Web service on 

the CMS is responsible for data presentation. This database on the CMS should be 

updated dynamically. It can be widely used in the telecentre network that links up 

various surrounding villages via the Long Rang Wireless Relay Stations 

(LRWRS), and access the outside world via Internet gateway.

1.5 Significance of project

The significance of this project is the implementation of connectivity 

monitoring in telecentre network. This project will help in the long-term 

monitoring the stability of the rural telecentre network and analysis the monitored 

information received from the embedded device to identify and discover 

connectivity problems, and give the basis foundation to control the telecentre 

network. System studies described in this paper have shown that it is applicable to 

remote monitoring multiple network nodes simultaneously in the rural telecentre, 

and provides rapid and efficient network reaction to natural and man-made 

disturbances.

6



1.6 Excepted outcome

In the end of this project implementation, this system is expected to 

continuously monitor the telecentre network connectivity. The Telecentre 

Network Connectivity Monitoring System (TNCMS) will be implemented by 

using the embedded device with connectivity tester application to automatically 

start remote monitoring telecentre network nodes, and collect data from multiple 

nodes simultaneously and report in text form to the CMS. Other functions of 

TNCMS are to provide summary screen and graphical presentation, allows access 

to the CMS data and settings on the web service. By selecting a node of the 

telecentre network, the CMS network administrator could monitor this network 

node connectivity between the telecentre and the Long Rang Wireless Relay 

Stations (LRWRS), and the Internet gateway.

1.7 Project Schedule

This project was implemented within eight months. Schedule has been 

made to ensure that the project finish on time. The following is the project 

schedule time (Table 1.1):

Table 1. I: The proposed time schedule

Task Name 

Chapter 1 Introduction

Chapter 2 Literature review 

Chapter 3 Methodology

Time Period

1 Month 

I Month 

2 Months

7



Semester 1-2014/2015 Chapter 4 Implementation and Testing

Chapter 5 Conclusion and Future Works

Total

1.8 Chapter Outline

3 Months 

I Month 

8 Months

This project consists of five chapters, which are introduction, literature

review, methodology, implementation and testing, conclusion and future works.

The Chapter One mainly discussed about the introduction of my project 

studies based on the background of the project, problem statement, objective, 

project scope and the significance of project.

The Chapter Two focused on the literature review. This part of the chapter 

discussed about the work that had done by the previous researchers. Hence, 

literature review acts as a reference for my project study.

The Chapter Three mainly described about the project methodology by 

mentioning the hardware and software that were needed for designing and 

developing the systems. It also includes the conceptual of the design, system 

architecture and system flow.

The Chapter Four discussed system design and development. In this 

chapter, it introduced the development of the system from one stage to another 

stage. Besides that, it also included a brief explanation on the functions involved 

in the system and screen shots of the system output.
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The Chapter Five was the discussion and conclusion of this project. It was 

mainly included about the conclusion made for the overall project. Some 

recommendations for the future work were also included in this final chapter,

1.9 Summary

In conclusion, this chapter has briefly introduced the background of the 

project, problem statements, objectives, scope of the project, significance of the 

project, and the structure of the project. The following chapter put the highlights 

on the literature review that related to this project.
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CHAPTER 2 
LITERATURE REVIEW

2.0 Introduction

This chapter presents the literature and technical reviews related to the 

project. Some works and research done previously will also be discussed in this 

chapter, in which the reviewed techniques can be applied in developing the 

proposed system in the later phase.
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