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Abstract: There are continued advances in the internet and communication fields regarding the
deployment of 5G-based applications. It is expected that by 2030, 6G applications will emerge as a
continued evolution of the mobile network. Blockchain technology is one of the leading supporting
technologies predicted to provide a secure and unique network to 6G-enabled devices, transactions,
and applications. It is anticipated that the 6G mobile networks will be virtualized, have cloud-based
systems, and aim to be the foundation for the Internet of Everything. However, along with the
development of communication technologies, threats from malicious parties have become more
sophisticated, making security a significant concern for the 6G era in the future. Despite enormous
efforts by researchers to improve security and authentication protocols, systems still face novel
intrusion and attacks. Recently, multifactor authentication techniques (MFA) have been deployed
as potential solutions to attacks in blockchains. The 6G applications and the cellular network have
specific vulnerabilities that need to be addressed using blockchain-based MFA technologies. The
current paper is a systematic review that discusses the three technologies under consideration; then,
several studies are reviewed that discuss MFA techniques in general and use blockchains as potential
solutions to future security and authentication issues that may arise for 6G applications.

Keywords: 6G cellular network; blockchain technology; multifactor authentication technique;
network security

1. Introduction

Blockchain technology involves recording information that makes it hard to change,
cheat, or hack the system [1,2]. An exciting aspect of blockchain is the application with
authentication, which formulates a system with multiple layers of security and authenti-
cations [3]. Blockchain-based mechanisms solve authentication problems for distributed
ledger technologies [4–6]. Still, a significant amount of work is required to assist with
machine learning models to predict incoming attacks or security threats [7]. So, similarly,
the 6G applications and cellular networks also have specific vulnerabilities, which need
to be addressed through the application of blockchain-based multifactor authentication
technologies [8]. As the former applications are mainly based on artificial intelligence
Visible light communication (VLC) technology, both are significantly vulnerable when it
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