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ABSTRACT 

 

Throughout the years, mobile devices such as tablets, smartphones and computers are 

extremely widespread because of the development of modern technology. By using these 

devices, users all over the globe can easily accessed a huge range of applications from both 

commercial and private use. Malware detection is an important aspect of software protection. 

As a matter of fact, the development of malware had begun soaring as more and more unknown 

malware were discovered. Malware is a common term used to describe malicious software that 

can induced security threats to any devices and also to the Internet network. In this study, a 

malware detection that is based on Deep Learning approach that utilize the Long-Short Term 

Memory Networks (LSTM) model is utilized. The chosen approach will learn and train itself 

by using the features that are needed for malware detection using a large data sets for evaluating 

the trained algorithm. The performance of the model is evaluated by comparing it with the 

Back-Propagation (BP) model. Results that was achieved by conducting the necessary 

experiments proved that the LSTM model is capable to detect malware with the error loss of 

0.6 and achieved an accuracy of 93.60% compared to BP with an accuracy of 82.857%. 
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ABSTRAK 

 

Sepanjang tahun, penggunaan peranti mudah alih seperti tablet, telefon pintar dan komputer 

sangat meluas kerana perkembangan teknologi moden. Dengan menggunakan peranti ini, 

pengguna di seluruh dunia dengan mudah boleh mengakses pelbagai aplikasi yang besar dari 

kedua-dua kegunaan komersial dan swasta. Pengesanan perisian hasad merupakan aspek 

penting dalam perlindungan perisian. Sebagai hakikatnya, perkembangan malware telah mula 

melonjak kerana terdapat banyak malware yang tidak diketahui. Malware adalah istilah umum 

yang digunakan untuk menggambarkan perisian berniat jahat yang boleh menyebabkan 

ancaman keselamatan untuk sebarang peranti dan juga ke rangkaian Internet. Dalam kajian ini, 

pengesanan malware yang berdasarkan pendekatan Deep Learning yang menggunakan model 

Rangkaian Memori Jangka Panjang (LSTM) digunakan. Pendekatan yang dipilih akan 

menggunakan ciri-ciri yang diperlukan untuk pengesanan malware dan juga menggunakan set 

data yang besar untuk menilai algoritma terlatih. Prestasi model dinilai dengan 

membandingkan dengan model Back-Propagation (BP). Keputusan yang dicapai dengan 

menjalankan eksperimen yang diperlukan membuktikan bahawa model LSTM mampu 

mengesan malware dengan kehilangan kesilapan 0.6 dan mencapai ketepatan 93.60% 

berbanding BP dengan ketepatan 82.857%. 
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CHAPTER 1 

 

INTRODUCTION 

 

1.1 OVERVIEW 

 

In January 2017, the detection of malware infection was at 43% and since then there 

has been a soaring activity of approximately 8% points starting from March and it extended to 

the following month. Then in April 2017, there are approximately 56% of new and unknown 

malware infection being detected as reported by the MS-ISAC (CIS, 2017). Figure 1.1 shows 

the top 10 malware that was detected by the MS-ISAC. Android malware has speeding up its 

infection activity where Google has issued an enormous security upgrade in July 2016 aiming 

108 unprotected elements in Android platform (Zorz, 2016; DI, 2017). The security report 

encloses dozens of safeguards repairs for vulnerabilities for the Android system (Osborne, 

2016). Smartphones possessed a huge pile of classified information that includes financial 

security and personal details. That quantity of valuable information can be retrieved illegally 

from the smartphones had made it the main mark for cyber lawbreaker from all stripes (DI, 

2017). 
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Figure 1.1 The top 10 malware detected in April 2017 (CIS, 2017) 

 

Nowadays, there are numerous of research that corporate the utilization of Deep 

Learning (DL) technique in the malware detection for the Android platform. DL is a software 

that tried to imitate the activity in layers of neurons in the human brain, specifically in the 

neocortex segment that consists of 80% wrinkly part where the process of thinking happens 

(Hof, 2017). In addition, the other idea about DL also can be seen in Figure 1.2.  

 

 

Figure 1.2 Deep Learning (Santos, n.d.) 
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Its main function is to learn how to represent data (Santos, n.d.). Besides, there is also 

a huge scale of corporations that had employed the usage of DL for specific products in their 

company. For instant, Facebook‘s Artificial Intelligence (AI) lab had execute tasks such as the 

tagging of names for the people in the uploaded images automatically as shown in Figure 1.3 

(Metz, 2013; Becker, 2017). Then, Google‘s DeepMind Technologies has developed a system 

that has the capability of learning how to play the Atari video games in which the feature that 

was used for the learning process is the pixels. Within 2015, they exhibit the system called as 

AlphaGo as in Figure 1.4, which as well learned the game of Go that providing solid positive 

result where the system can defeat the expert Go player (Knight, 2016; Silver et. al, 2016). 

 

           

Figure 1.3 Facebook auto-tagging (Vaas, 2016)   Figure 1.4 AlphaGo (Lawler, 2016) 

 

Deep Learning (DL) had produced a wide range of benefits to the AI world and also to 

the human‘s life. DL can minimize the need for feature engineering, which is one of the widely 

time-consuming segments of machine learning training (Kadous, 2016). Apart from that, DL 

also can be used to recognize patterns and categorize them (Skymind, 2017) or in another 

context, the DL will inform the machine of what it‘s viewing at, or being cater for as a tide of 

numbers. In addition, DL can easily process unstructured data. For example, it does not need 

human interference to label everything in order to identify the sequence.  
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Long Short Term Memory networks (LSTMs) are a unique class of Recurrent Neural 

Networks (RNN) that has the capability of learning long-term interdependence (Olah, 2015) 

and also utilized the capabilities in arrangement forecast dilemma (Brownlee, 2017). RNN is 

another type of artificial neural network that is developed to identified designs in data 

arrangement, for example, handwriting, text and genomes (Skymind, 2017). LSTM technique 

is proposed by Hochreiter and Schmidhuber in 1997 and since then the technique has been 

polished and universalize in the associated fields (Olah, 2015). LSTM models have proven that 

it performs well than the RNN in language modelling (Sundermeyer, Schluter & Ney, 2012; 

Gers & Schmidhuber, 2001). Besides, there are numerous researchers that utilized LSTM in 

their research works (Azzouni & Pujolle, 2017; Sak, Senior & Beaufays, n.d.; Bakker, n.d.). 

Figure 1.5 shows the LSTM general frameworks. 

 

 

Figure 1.5 LSTM networks (Sonderby, Nielsen & Winther, n.d.) 
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1.2 PROBLEM STATEMENT 

 

As the infections and attack cases of malware become quite serious throughout this year 

(Petroff & Larson, 2017; Newman, 2017) as shown in Figure 1.6, malware detection is crucial 

as it can help to prevent any unwanted problems that can bring catastrophic disaster towards 

the user life.  

 

Figure 1.6 News on cyberattack (Petroff & Larson, 2017) 

 

According to Metivier (2015), the number of malware had booming exponentially and 

becoming more complicated, so the deployment of a powerful anti-malware safeguards is 

important. Antivirus (AV) software is a program that was utilized to identify, quarantine, and 

get rid of the malware from the infected system (Soffar, 2017). AV program can protect user 

computer from any malware such as the Trojan, worms and viruses. Then, the AV will also 

protect the user when they surf the Internet as hackers can easily gain their information 

illegally. There are various research that researchers conduct using the Deep Learning method 

to detect malware in the Android platform (McLaughlin et al., 2017; Yuan, Lu & Zue, 2016; 

Yuan, Lu, Wang & Xue, 2014).   



6 

 

There is a necessary need for finding the solutions in order to resolve the problems that 

most of existing research experience frequently. The problems that needed to be focused more 

are the capability of achieving high accuracy detection and the low performances. Therefore, 

this study utilized the Deep Learning (DL) algorithm to solve the mention problems. The DL 

algorithm was widely used because it is an architecture that can fitting well to any fresh and 

unsolved dilemmas without difficulty (Kadous, 2016). In addition, the Long-Short Term 

Memory (LSTM) which is a type of DL will be utilized as the main algorithm in this study. 

The phrase of long-short term point to the reality that the LSTM is a model which can last for 

a long duration of time. According to Wikipedia (n.d.), this model is perfectly suitable for 

classification, processing, and prediction of time series. Thus, by applying the LSTM algorithm 

for malware detection in Android platform it can bring positive benefit such as providing a new 

opportunity for researchers to conduct research based on the LSTM algorithm.  

 

1.3 RESEARCH QUESTIONS 

 

To seek answers to these questions, this study is led by three research questions as 

shown in Figure 1.7. This is because a deep comprehension about the performance and the 

problems of the LSTM model in order to identify malware are necessary. 
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Figure 1.7 Research questions 

 

1.4 RESEARCH AIM 

 

The aim of this study is to successfully and efficiently identify malware in Android 

platform by achieving a high accuracy and also minimizing the error loss in the detection 

process. 

 

1.5 RESEARCH OBJECTIVES 

 

There are 3 main objectives in this study. All of the objectives are as shown in Figure 

1.8. 

 

1) How to pre-
process the data 
sets for malware 

detection?

3) How we apply 
the Deep Learning 
algorithm in our 

research?

2) How to evaluate 
the effectiveness 
of our algorithm 

based on the 
accuracy 

performance?
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Figure 1.8 Research objectives 

 

1.6 RESEARCH SCOPE 

 

This study is conducted based on the research scopes as shown below: 

a. Dataset: The Derbin dataset that is needed for this study were collected from the 

GitHub website (URL: https://github.com/prk54/malware-detection-machine-learning-

approach) 

b. Deep Learning Technique: The technique that utilizes by this study is the Long-Short 

Term Memory (LSTM). 

c. Software: The software that is utilized in the study is the Spyder under the application 

of Python. The code that is use for the LSTM algorithm is based on the Python coding. 

d. Performance indicator: In this study, the accuracy metric is utilized to evaluate the 

performance of the LSTM based on various experiments.  

 

 

 

 

1) To pre-process the datasets of malware detection.

2) To apply the Deep Learning method in malware detection.

3) To evaluate the effectiveness of our algorithm based on accuracy performance.

https://github.com/prk54/malware-detection-machine-learning-approach
https://github.com/prk54/malware-detection-machine-learning-approach
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CHAPTER 2 

 

LITERATURE REVIEW 

 

2.1 MALWARE 

 

Malware is a “malicious software” that were constructed to destroy or do unauthorized 

conducts on a computer system (TechTerms, n.d.). According to OECD (2007), malware is a 

common dub that being given for a prohibited component of software that being slid into a 

particular intelligence system without the system consent. Barraco (2016) stated that malware 

is primarily any computer program on a system that is not installed coincidently by the user or 

administrator. For a better understanding about the term of malware, The Network Support 

Company, TNSC (2016) has proposed in their site that malware is the short phrase for 

“malicious software” that composed of harmful programming that includes the code, scripts 

and etc. Many people had used the term virus to describe the malware when in fact, virus is 

actually one of the types of malware that can be found in any infected operating system. Norton 

(n.d.) stated that malware program is particularly formulated to acquire entry or ruin a computer 

without the possessor agreement or knowledge. 

This malevolent software had very different types that only have one purpose that is to 

penetrate any computer without any concern at all. In addition, a software is commonly 

assumed as malware based on the true intention of the writer than its real hallmarks (Norton, 

n.d.). A program that basically act normal such as doing everything that they should be doing 

but did not tell the user what they was going to do is assumed as malware (Fisher, 2017). 
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According to Fisher (2017), the most common kinds of malware can look and act like a legal 

programs that the user use every day in their digital world. Malware can be identified by various 

indications. For example, Avast (2017) stated that a slow computer and repeated crashes is 

always considered that the user‘s computer is already infected with malware. 

Nowadays, the ”malware” statement have been a popular name utilized by computer 

experts to signify a various of types of unfriendly, invasive, or irritating computer system or 

program cryptograph. Malware is not the same or equal as flawed software but it is actually a 

software that turned a legal program that has a legal aims but consists of many malevolent bugs 

(programming blunders). The development of malware began to rise rapidly due to some 

aspects such as the temptation of money in which money can be made via systematic Internet 

crime (Norton, n.d.). According to Lee and Wright (2017), malware can performs various types 

of actions using a numerous of means into devices and networks. By using a USB drive, these 

harmful programs can be convey physically to any system that the USB being connected with. 

Then, a method that the malware always use as a medium of transportation to the internet is by 

drive-by downloads. Drive-by downloads is when the user automatically downloaded 

malevolent software into their computer‘s system without their consent (Lee & Wright, 2017). 

There are some malware that can be remove via easy steps. These software can be 

removed by uninstalled it from the Control Panel, in the Windows operating systems (Fisher, 

2017). Then, for some complicated malware that cannot be removed using the Control Panel, 

Avast (2017) recommended the user use anti-malware software. There are numerous of anti-

malware that can be used to remove the malware inside a suspected computer. However, some 

malware that has its special approach of infecting computer needed a specific anti-malware 

that can remove the malware (Lemonnier, 2015). For the early prevention, Lemonnier (2015) 

stated that computer user can easily protect their computer by not clicking any doubtful emails, 

advertisement, links or website. 


