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Preface 

This book comprises in depth view of Mobile multihop relay (MMR) 
Worldwide Interoperability for Microwave Access (WiMAX) networks 
support multihop communication to increase wireless coverage and 
provide lower backhaul deployment cost with high throughput. It is believed 

that due to lack of physical infrastructure, MMR WiMAX is vulnerable to 
several medium access control (MAC) layer attacks especially denial of 
service, replay attack, man in the middle attack and interleaving attack. The 

objective of this book is to discuss the current security measure in MMR 
WiMAX networks that provides secure end to end data transmission and 
secure multicast and broadcast service (MBS). The discussed MMR WiMAX 

security protocols are incorporated at two different security phases, one 
for authentication and key management and the other for ensuring forward 

and backward secrecy in MBS. In the first phase, self-organized efficient 
authentication and key management scheme (SEAKS) is discussed to counter 
the various attacks. In the second phase, secure and efficient distributed 

relay-based rekeying algorithm (SEDRRA) is illustrated to tackle forward 

and backward secrecy. The performance of SEAKS has been evaluated 
using BAN LOGIC, National Chiao Tung University network simulator 
(NCTUns 6.0) and mathematical derivations. SEDRRA has been validated 
by formal method using rank theorem and mathematical derivation. Most 
importantly, the discussed security protocols have significantly enhanced 
network performance by providing efficient counter measures for security 
vulnerabilities. The proposed SEAKS protocols are backward and forward 

compatible and can also be applied to mobile WiMAX networks. SEDRRA 

can be applied to secure MBS for pay per view, TV broadcasting, and video 
conferencing applications. 
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1 
Introduction 

The IEEE 802.16 standard intends to provide broadband wireless access 
(BWA) for metropolitan area network (MAN), and is to design for the 
delivery of last mile BWA is substitute to the cable and DSL [1]. After 

adopting nomadic mobility i. e. IEEE 802.16e, the standard moves towards 
the mobile multihop relay (MMR) functions in IEEE 802.16j for coverage 
extension and throughput enhancement that is done simply by adding 
relays in between MR-BS and the SS [2,3]. However, insertion of new relays 
demand strict authentication and key management schemes between MR- 
BS, RS and SS to secure the traffic from different adversaries especially when 
the multihop RS initially joins the network [4]. Thus, security is essential in 

wireless technologies to allow rapid adoption and enhance their maturity, 
while designing the standard, the IEEE 802.16 working group has taken 
into consideration the security aspects to avoid mistakes of IEEE 802.11. 
Standard security specifications can mainly be found within the MAC layer 

which is called security sublayer. 
The separate security sublayer provides authentication, secure key 

exchange and encryption. IEEE 802.16 employs a concept of security 

association (SA) which defines security parameters keys and encryption 

algorithms [5,6]. First, the authorization consists of an X. 509 certificate, 

an authorization key (AK), a key encryption key (KEK) and a hash message 

authentication code (HMAC) key, which will be used for authentication and 
key management. Second, the data for transport connections consists of a SA 

identifier (SAID), a cipher; traffic encryption keys (TEKs) and initialization 
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vectors for TEKs, which will be used for secure data transmission. This 

chapter will present the security requirements, challenges and different 

schemes of MMR WiMAX network. It also discussed and analyzed the 

existing PKM authentication protocols, multicast and broadcast rekeying 
algorithms and related work to the proposed WiMAX security model. 

1.1 Evolution of IEEE 802.16 Standards 

Around 1999, Working Group on Broadband Wireless Access Standards 

was set up to design the standards with their recommendations to support 
the enhancement and deployment of broadband wireless access standard. 
During 2001, IEEE 802.16-2001 standard was approved. Its frequency range 

and data transmission rates were 10-66GHZ and 70Mbps respectively and 

support LOS fixed point to point and point to multipoint communication [7, 

8]. Due to absence of unlicensed spectrum and LOS demand, deployment of 
IEEE 802.16-2001 standard was restricted. Thus, for these reasons, during 

2004, three more amendments, IEEE 802.16a-b-c were released [9). The 

purpose for these enhancements is to improve interpretability, QoS, data 

performance, mesh networking and to support NLOS communication. Later, 

all these amendments combine together under a single standard: IEEE 
802.16-2004 [10-12]. 

In 2005, IEEE 802.16e-2005 or simply IEEE 802.16e was approved and in 

2006 it was released [13]. It is basically the enhancement of IEEE 802.16- 

2004 by adding mobility features and its also known as mobile WiMAX. 

In 2006, IEEE802.16j was launched, the amendment to IEEE 802.16e by 

inserting relay stations in between BS and SS to enhance the coverage area. In 

2009, IEEE merged all previous IEEE 802.16 standards together to form the 

latest standard i. e. IEEE 802.16-2009. During the same year, IEEE 802.16j- 

2009 specifying the multihop relays were released [14-16]. This amendment 

provides a more enhanced and systematic security and communications 

architecture than was previously defined in older versions of this standard. 

2 
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1.2 MMR WiMAX Networks 

In IEEE 802.16j-2009, multihop relays are an elective deployment to 
support performance and converge area in WiMAX networks [17-29]. In 

multihop relays network, BS can be modified to multihop relay base station 
(MR-BS). Communication within SS and MR-BS are relayed through RS, thus 
enhancing the coverage area and efficiency of the network. 

Multihop relays [30-39] are partially or fully under the supervision of MR- 
BS. Thus leads towards two different modes viz. centralized and distributed 

scheduling modes. Relays with full MR-BS supervision is functioned 

under centralized scheduling mode where MR-BS is full responsible for 

all the decisions. Relays with partial MR-BS supervision functioned under 
distributed scheduling mode where all the decisions are taken by RS with 
the collaboration of MR-BS [40]. 

Relays are categories into two, non-transparent and transparent relays. 
Non-transparent relays function in both centralized as well as distributed 

scheduling mode. But for transparent relays, it only can function in 
centralized scheduling mode. These relays can operate in three separate 
schemes depending on the processing of received signals. These schemes 
includes amplify and forward, decode and forward and estimate and forward. 
Decode and forward and amplify and forward relays are also termed as non- 
transparent relays and transparent relays respectively [41]. These relays 
may be fixed in location like mounting on the top of the building or mobile 
travelling on vehicles [42]. As far as security matters are concerns, these 
relays worked in two different security modes i. e. centralized security mode 
and distributed security mode [43,44] that are well discussed later in this 
chapter. The complete diagram for multihop relays with transparent and 
non-transparent features is shown in Figure 1.1. 

3 



Figure 1.1: Multihop Topology 

In MMR WiMAX network, two different relay station operational mode 

are defined; transparent mode RS(T-RS) and non-transparent mode RS (N- 

RS) [45]. The key difference between these two relay modes of operation 
is the ability to generate and send control information to its sub-ordinate 

stations which are included in the frame header. The RS operating in 

transparent mode do not generate and transmit control information, but in 

non-transparent mode, the relays do generate and transmit its own control 
information to its sub-ordinate stations [46]. The frame header contains 

essential scheduling information which the nodes use to determine when 

they are allowed transmit and receive information. 

i 4 
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The Transparent mode Relay Station (T-RS) [47]: This type of RSs only 
forward control information generated by the MR-BS, and hence they do not 

extend the coverage area of the BS. However, T-RS can be used to enhance 
the system capacity in term of throughput within the BS coverage area. T-RS 

has less complexity and cheaper as compared with the N-RS. So, the T-RS 

only can operate in a centralised scheduling mode and for topology up to 

two hops only [48,49]. Figure 1.2 illustrate the transparent relay mode. 

MS 

/ 
I-, - 

I--, ' 

Transparent RS 

Figure 1.2: Transparent Relay Mode 

In transparent relaying, the SSs communicating with relays can receive 
and decode the control information from the MR-BS. So, the RSs serving 
those SSs are not required to transmit control information themselves. 
These SSs are in range of the MR-BS but by using multiple hops with the aid 
of RSs can achieve higher throughput [50]. So, the goal of this type relaying is 

to enhance network capacity in term of throughput. This scheme of relaying 
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is called transparent relaying; because the SS is not aware the RS exists. In 

the transparent relaying all control information originates from the MR-BS. 
The Non-Transparent mode Relay Station (N-RS) [10,49]. The N-RSs 

can operate on both centralized and distributed scheduling. When NT- 

RSs operate in distributed scheduling, they generate their own control 
information. However, when they are operating in a centralized scheduling, 

they only forward those provided by the BS. N-RSs can be used to provide 

cell coverage extension as well as capacity enhancement. Non-transparent 

relay stations can operate in topologies larger than two hops in either a 

centralised or distributed scheduling mode [43,47,51521. On the other 
hand, the improved functions of the N-RSs lead to increased complexity and 
hence higher cost than T-RS. In addition, the transmission of the framing 

information can result in interference between neighbouring RSs. Figure 

1.3 illustrate the non-transparent relay mode. 
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Figure 1.3: Non-Transparent Relay Mode 
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Furthermore, the N-RS can operate on amplify and forward scheme or 
decode and forward scheme. In amplify and forward, the N-RS acts as an 

analogue repeater that only amplify the received signal and forward it to 

the next node [52,53]. 

In non-transparent relaying, the SSs served with RSs and cannot receive 

or decode the control information from the MR-BS [49,53]. So, the relays 

serving these SSs must generate and transmit its own frame containing 

control information at the beginning of it. The end SS considers the serving 
RS as its base station and cannot deal with control information sent by MR- 
BS. These relays are called non-transparent because the SS synchronizes 

and receives control information from it [43,46]. The SSs out of range of 
the MR-BS cannot even receive the control information sent by it, so the 

non-transparent RS can send to them its own frame and hence extend the 
MR-BS coverage. 

1.3 Security Requirements and Issues of MMR WiMAX Networks 

The security sublayer lies above the physical layer and below the MAC 

CPS, which is encrypted, authenticated and validated. However, header 

and control information added by the physical layer are not encrypted or 
authenticated [5,54]. Thus physical layer information attached to the higher 

layer packets is vulnerable to threats. The MAC management messages are 
sent in the clear to facilitate network operations. Thus, MAC header, MAC 

management messages like DCD, DL-MAP, UCD, UL-MAP, RNG-REQ RNG- 
RSP, PKM-REQ PKM-RSP, SBC-REQ and SBC-RSP are sent unencrypted, 
give wide field for the attacker to play [55-57]. Especially for the attacks 
mentioned later in this chapter. 

DoS attack on the BS may possibly ensue during the PKMv2 authentication 
because of the intense public key computational load, an attacker might 
simply flood the BS with messages and the BS could use up its computational 
resources, evaluating signatures and decrypting messages[54,58]. BS 

authentication process in PKMv2 is vulnerable to an interleaving attack. 
In this attack, the attacker impersonates a valid RS, exchange the first two 
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messages of PKMv2 sequences with a valid BS, and then it replays these to 

the original, valid RS to gain the final PKMv2 messages. The attacker then 

uses the final message from the original RS to complete the original PKMv2 

sequence with the BS resulting in unauthorized access to the network [59]. 

As the number of Hops increases in the distributed and non-transparent 

environment, unreliability increases thus more powerful and complex 

attacks can occur [54,60]. In the case, when the attacks involves the BS, 

it's a little bit tricky for the adversary to get successful as BS is much more 
intelligent device, however, if the case when RS is involved as RS is not too 

intelligent than BS, thus the chances of different attacks for RS is higher 

then BS. 

MMR WiMAX network may need the following security function, which 

have not widely studied by others until now. Localized and hop-by-hop 

authentication is required. In MMR WiMAX network RS is introduced 

for coverage extension and throughput enhancement, for this purpose, 
localized and hop-by-hop authentication between RS, MS and MR-BS should 
be supported [4,61]. All the participating devices must be validated and 

authenticated byAAA server through MR-BS [62], because digital certificates 

of participating devices are only registered in AAA server database [63]. 

However, on the other hand, N-RS should authenticate other N-RS/MS on 
behalf of MR-BS [61,62]. Conventional MS should be used in MMR WiMAX 

network without any functional modification. 

1.4 Security Scheme for MMR WiMAX Networks 

In multihop relay WiMAX networks, two different security schemes has 

been proposed viz. centralized security scheme and distributed security 

scheme. Both schemes are discussed briefly in the following section. 

Centralized security scheme normally resides in MR-BS in the multihop 

relay system where security association (SA) is established within RS and 

MR-BS without the participation of intermediate RS [5]. The intermediate 

RS does not decrypt the user data payload or do any kind of authentication 

to the SS or other RS; it just relays what MR-BS transmits to it [64]. MR-BS 
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