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ABSTRACT 

Smart Card technology is a new technology. It has been first developed to solve 

the problem of fake credit cards. This paper gives an overview on smart card 

technology. At first, this paper gives the history of smart card technology 

development. Then, the standard related to this technology is introduced. There 

are three layers for the data transmission between the smart card and the 

terminal. But, only the layer two and layer three are emphasized in this paper. 

Different technologies are used to enhance the security feature of smart card. 

Some of them are introduced in this paper in brief. Manufacturing process of 

smart card gives a reader an idea how a smart card is made with all the 

processes involved. A few examples of smart card application are given. Finally, 

8051 microcontroller, the core of the smart card is discussed. 
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ABSTRAK 

Teknologi Kad Pintar ialah teknologi baru. la telah dicipta untuk 

menyelesaikan masalah kad kredit palsu. Kertas ini akan memberi gambaran 

secara keseluruhan kepada teknologi ini. Pada mulanya, kertas ini akan 

menceritakan sejarah bagi pembangunan teknologi kad pintar. Selepas ini, 

piawaian bagi teknologi ini akan diperkenalkan. Terdapat tiga lapisan untuk 

penghantaran data di antara kad pintar dan pangkalannya. Tetapi, hanya 

lapisan dua dan lapisan tiga dipentingkan dalam kertas ini. Pelbagai teknologi 

telah digunakan untuk mengukuhkan lagi ciri-ciri keselamatan kad pintar. 

Sebahagian sahaja yang diperkenalkan dalam kertas ini secara ringkas. Proses 

pembuatan kad pintar memberi pembaca satu idea bagaimana satu kad pintar 

dibuat dengan semua proses yang terlibat. Beberapa contoh kegunaan kad 

pintar telah diberikan. Akhirnya, 8051 microcontroller, bahagian yang 

terpenting dalam kad pintar dibincangkan. 
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CHAPTER 1 

INTRODUCTION 

1.1 History 

Around twenty years ago, French banks were facing fake credit card 

problem and suffered a great loss. Magnetic-stripe technology was the 

technology used for the credit cards at that time. Magnetic-stripe cards could be 

easily counterfeited and counterfeiting magnetic-stripe credit cards became 

widespread in France. 

Also, the data stored on the stripe can be read, deleted and rewritten by 

anyone with appropriate read and write device. Hence, confidential data was not 

suitable stored on the stripe and most system employing magnetic stripe cards 

were connected on-line to the system's host computer. Deployment of 

transmission links to enable on-line transactions caused considerable costs to 

those banks using this magnetic stripe technology. 

Due to these problems, French government, Cartes Bancaires (French 

banking association) and Bull CP8, a French computer company started working 

together to find a solution. In 1974, a French journalist Roland Moreno came out 

with a concept of having a microprocessor chip on a credit card to reduce 

counterfeiting. In March 1979, Bull CP8 successfully developed the first 

operational microprocessor card. The card had a memory chip and a 

microprocessor supplied by Motorola. 
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Emergence of smart cards had solved the fake credit card problem. Since 

smart cards have high degree security features, confidential data can be stored 

on the cards and off-line transaction is achieved. In 1993, this original 

application of smart cards had reached full implementation, when all banking 

cards in France were converted into smart cards. 

Apart from being used in financial transaction, smart cards can be used 

in other applications. In 1982, the world's first large-scale use of smart cards 

was in Monte-Carlo during the European Financial Marketing Association 

(EFMA) congress. 500 smart cards were distributed to the delegates for they 

used these cards to pay their expense. 

In 18 November 1983, the French Social Affairs Minister, Pierre 

Beregovoy announced the launch of two experimental operations to test the use 

of smart cards in health and social services sector. These experiments were 

carried out in Blois and involving 4500 children and the French hemodialysis 

population. The 4500 children used smart cards to keep their vaccination 

records whereas every French hemodialysis patient was given a smart card to 

facilitate their access to the 150 French dialysis centers. 

In the same year, the first card payphones were installed in France by 

Schlumberger and were produced by Flonic Schlumberger for France Telecom. 

Gradually, this new technology started grasping the world's attention. 

More and more players from different countries involved themselves to develop 

this technology. And also more and more applications using smart cards were 

found. Especially, when electronic components growing smaller in size, the 

demand of smart cards has grown rapidly. 

At first, North America was not enthusiastic in this industry. It was due 

to North America had a well deployment of telecommunications links which 
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could enable on-line transactions. But, emergence of new markets such as using 

smart cards as a subscriber identification module (SIM) in the GSM digital 

mobile phone in 1990, has dragged North America into this new industry. 

1.2 Smart Card 

Smart cards, also known as "chip cards" or "integrated circuit cards" are 

cards with size of credit card which have an embedded silicon chip. This silicon 

chip is actually a microcontroller or microprocessor. It is this chip which makes 

smart cards smart and intelligent. 

One of the important features of smart cards is their highly security 

features. Different technologies such as using personal identification number 

(PIN), applying complex cryptographic algorithms (DES, RSA) and biometrics 

are used to enhance the security of the data on the cards. All these can be done 

because of the microcontroller or microprocessor embedded on the cards. The 

central processing unit (CPU) in the chip can make decision, manipulate data 

and perform complex calculation. Powerful CPU is the centre core for applying 

all these security technologies. 

Besides CPU, there are different types of memories on the chip. There 

are ROM, RAM and EEPROM. ROM and EEPROM are non-volatile memories 

whereas RAM is volatile memory. Non-volatile memory means that the data is 

still in the memory although the power is off. These memories make the smart 

cards have greater storage capacity - 10 times more than magnetic stripes. 

Another advantage of smart cards over the magnetic-stripe technology is that 

data can be written into the memory of the cards whereas data only can be read 

from the magnetic stripes. 

3 



Pusat F. hidmat Maklurr. ' 

UNIVERSITI MALAYSIA 

ROM is used to store the operating system and cannot be changed. Its 

capacity usually ranges from 16 kB to 32 kB. EEPRO is used to store personal 

data like financial and medical data. Data in EEPROM can be always updated 

and modified. It is also used to store the application program and sometimes 

also part of the operating system. It can only be erased and reprogrammed 

10,000 and 100,000 of times. It is usually range between 1 kB to 16 kB. RAM 

provides a scratchpad for calculation or manipulation of data. The data in RAM 

is lost when the power is off. RAM's capacity ranges from 256 bytes to 1 kB. 

The capacity of these memories is depending on the type of the 

application. Also, some of the applications need a very powerful microprocessor. 

In general, applications of smart card can be categorized into two categories. 

First type is the memory card. Memory cards are primarily information storage 

cards that contain value which users can "spend" in a pay phone, retail, vending 

or related transaction. They can be subdivided into disposable card and 

reloadable card. The disposable card in thrown after the value is finished 

whereas reloadable card can be reloaded the value. 

access logic 

application data 

Figure 1.1 Typical architecture of a memory card with security logic. 
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processor 

working memory 

data storage 

Figure 1.2 Typical architecture of microprocessor cards. 

The second type is called intelligent card. This type of smart card 

includes a processor on the chip in addition to the memories. Sometimes, two 

processors are included for those applications which need high processing power. 

Intelligent cards are usually used in military applications and also applications 

which need high security features. For example, door-access card, bank card, 

personal ID card and other applications which need verification of the 

authorized users. 

Microcontroller or microprocessor of a smart card has only five standard 

pinouts: I/O, clock, power, ground and reset, whereas other microcontrollers or 

microprocessors usually have at least 16 pins and sometimes more than 50. 

These pins are electrically connected to the golden contact plate seen on the 

smart cards. These contacts interfacing the smart cards with terminal or other 

interface devices. They are sometimes known as smart card readers. There must 
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be a mutually agreed protocol to let the terminal and the cards communicate. A 

terminal provides power for smart cards and also provides data for smart cards 

to manipulate through the contact plate. 

Apart from these contact smart cards, there are contactless smart cards. 

These cards use radio frequency to communicate between the cards and the 

terminal. The power for the smart cards is also provided through this radio 

frequency. The advantage for contactless cards is that they do not need physical 

contact between the cards and the terminal. Thus, the transaction process can 

be very fast; sometimes even without the users to take out their smart cards 

from their wallets. But, of course this only limited to certain lengths between 

the cards and terminal. 

In order for this technology to be widespread, compatibility with the 

existing technology like magnetic-stripe must be achieved. Hybrid cards are the 

cards not only embedded with microprocessor chip but also magnetic stripe and 

bar coding. Thus, different hardware systems, such as card readers, ATM 

machine and bar code applications can be accessed by these hybrid cards. 

Besides, cardholder's photograph, printed name and signature would further 

enhance the hybrid cards' already significant security features. 
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